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Smartphone Application Instruction manual Jan 09, 2018

Introduction

This manual describes about Renesas Bluetooth® Low Energy (hereinafter call, "BLE") on how to use the Smartphone
application known as "GATTBrowser". This application will be used for checking the BLE behavior during the
development of BLE products with the Renesas microcontroller (RL78/G1D).

Target Device
Apple iOS devices

Related Documents

The related documents referred in this document might include preliminary versions. However, the preliminary versions
are not marked as such.

Document Name Document No.

Bluetooth® Low Energy Protocol Stack -

User's Manual RO1UWO095E
BLE Virtual UART Application RO1AN3130E
Embedded Configuration Sample Application RO1AN3319E
RL78/G1D Beacon Stack -
Connecting and Updating Beacon Data Sample Program RO1AN3313E
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1. Overview

GATTBrowser is a general purpose application that can scan BLE devices, which are advertising in vicinity and can
perform the GATT-based communication with the connected BLE device. For testing, using its functionalities will
expedite the development of BLE microcontroller, RL78/G1D device.

GATTBrowser supports the following features.

Scan surrounding BLE devices

Display the Advertising data

Display the Received Signal Strength Indication (hereafter call, "RSSI")
Connect to Renesas RL78/G1D BLE microcontroller and other BLE devices
Display the services and characteristics information

Communicate with BLE device

Support Renesas unique services and characteristics

Renesas-BLE
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RL78/G1D Beacon

Y
A 10)
O}

It also provides
Renesas unique services
in Sample application.
Displaying the L
services on
connected device

Displaying the
scanned devices

providing specialized
function for RL78/G1D

— el
= . — . —

RENESAS

Figure 1-1 GATTBrowser Outline of operation

2. Applicability

This manual explains about iOS application, GATTBrowser Version 1.1.3 or later.

3. Restriction

This GATTBrowser application is intended to evaluate the BLE software. Accordingly, this GATTBrowser is not
applicable to any purpose other than evaluation.

4. Operational Environment
The GATTBrowser runs on the following operating environment.
® Apple Inc. iOS version 9 or later.

®  Use Bluetooth function.

R21ANO017EJO0112 Rev.1.12
Jan 09, 2018
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5. Installation

To install in iOS devices, open the Apple's App Store and search for "GATTBrowser". Then get the application.
It is also possible to install from the following URL.
»  GATTBrowser

https://itunes.apple.com/us/app/gattbrowser/id1163057977?mt=8

After successfully installed, the following icons will be appeared on the screen.

RENESAS

Figure 5-1 GATTBrowser icon

6. Method of operation

This chapter will describe about how to use GATTBrowser. For explaining examples, the illustration are captured by
using iPhone6 device.

6.1 Application launch

To start GATTBrowser, touch the GATTBrowser icon. After starting, it immediately scans the BLE devices that are
advertising in the surrounding area. The Figure 6-1 shows the GATTBrowser launch screen.

11:42

GATT Browser

RENESAS
Figure 6-1 GATTBrowser launch
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When Bluetooth Setting is switched to off in the iOS device while starting, the GATTBrowser application will notify
the message, "Bluetooth setting are turned OFF. Please turn on the Bluetooth™ as shown in Figure 6-2. In order to use
this application, the iOS device must be turned on the Bluetooth function.

Q@

Bluetooth settings are turned OFF.
Please turn on the Bluetooth

Figure 6-2 Bluetooth OFF the screen

Figure 6-3 shows how to turn ON Bluetooth feature in the iOS device. There are two ways to turn on the Bluetooth
function. They are Settings App Icon and Control center. From the Settings, Bluetooth can be turned on by switch as
shown in left side of the below figure. Alternatively, swiping up from the bottom of the screen will open control center,
and "set" ON and OFF for tapping "Bluetooth icon". Again, the Control center is shown in right side of the below figure.
For more information about how to operate the iOS devices, refer to the respective user guide.

£ Settings Bluetooth

Bluetooth

Figure 6-3 Bluetooth ON settings screen
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6.2 BLE devices scan list

6.2.1 Start scan

When starting the GATTBrowser, the application continuously scans the BLE devices that have been advertising in
surrounding area. The BLE devices found in vicinity are listed on the screen as shown in Figure 6-4. The list is growing
until exhausted because of scanning continuously.

® icons are displayed at the right end of connectable devices. In the case of Non-Connectable devices, ® icon is
displayed.

The BLE device once scanned continues to be displayed in the list, but for BLE devices that could not detect
Adbvertising for 5 seconds, the antenna displayed at the right end of the BLE device name is hidden.

For details, refer to “6.2.5 BLE device information in short format”.

13:44

GATT Browser

Renesas-BLE Yuul
UUID:066533EC-BATD-A1FC-ABG4-412388DADDF -60
RL78/G1D Sensor Yol @
U0 ATD B e-B004- neB4 5408 23138 35FARS

<No name>

(DY ——

<No name>

U0 5 B2D8A2-05E 4384 DESE-BC33ATAD

RL78/G1D Beacon Yu

LN aRE-080E- 668 OP1E APECE7RARRCT o

<No name> Yuut @
LD AEARGE 7125 Arc2- 568 DABAASITIEE s

<No name> Yu @
et O 7

<No name> Yo
UUIGHBFEQ8A3-TABA-6231-2043-40FBBASSBTD0 5

LENESAS
Figure 6-4 List of found BLE devices

The antenna icon at the upper left corner of the screen shown in Figure 6-4 indicates the scanning status. While
scanning continuously, the animation appears from left to right endlessly illustrated in Figure 6-5. When stop scanning,
show the right most icon with no animation.

Figure 6-5 Antenna icon

R21ANO017EJ0112 Rev.1.12 Page 6 of 29
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6.2.2

Stop scan

Tapping icon will stop scanning while animating the antenna icon (scanning the advertising BLE devices).

13:44

GATT Browser

<No name>

UUID:384AEB1S-32A8-3587-8A5A-367)

<No name>

UUID:SFB206A2-05E3-438A- DESE -21BCIZA1A0AR

RL78/G1D Beacon Yu @

<No name> Yurl

UUID:4BAEBFF3-7125-A162-C899-DBEGASIRITAF -a3

<No name> Yu

<No name> Yo
UUIGHBFEQ8A3-TABA-6231-2043-40FBBASSBTD0 e

RENESAS

Figure 6-6 Tap on antenna icon

When stop scanning, the list of Advertising BLE device is maintained and stop adding newly discovered Advertising
BLE devices in the list. It also stops updating the respective devices of RSSI. Thus, RSSI values shown on the screen
are the last observed values at stop scanning state.

6.2.3

There are three ways to restart the scanning by which swiping under the list that shown in Figure 6-7 or tapping antenna
icon that shown in Figure 6-8 or change RSSI filter setting that shown in 6.2.4 Menu button. Both methods are clear the
previously scanned list of BLE devices and rescan the Advertising BLE devices in surrounding area. While rescanning,
the newly founded Advertising BLE devices will be listed on the screen again.

nE
Tl (¥)
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e N

GATT Browsar

Figure 6-7 Swipe operation

Figure 6-8 Tap again on antenna icon

Note: The antenna icon in Figure 6-7 and Figure 6-8must be like this n
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6.2.4 Menu button

Figure 6-9 shows the Menu button that displays in the upper right corner of the screen. Holding down the Menu button
will display the menu list: Filter, Sort, Bluetooth Settings, and Version Information.

16:00 @ % 100% W

GATT Browser Menu

Renesas-BLE

uuID:E2F527DE-871A-4FDB-0C24-F22F5  \ersion Information

Filter

-
UUID:25D251FD-9C70-48C7-0C50-AE1CL \

| Sort
<No name> NS
UUID:ABGFE14B-AFFO-4695-BF97-F6830 .

. Bluetooth Settings \
<No name>

Figure 6-9 Menu button

»  Filter setting

This setting can filter BLE devices found with received RSSI strength.

No filter

RSSI > -62

RSSI > -74

RSSI > -86

Cancel

Select filter type

Yunl
Yo
Yo

OK

Figure 6-10 Filter setting menu

The configuration of received RSSI strength levels is listed in Table 6-1. By default, the application sets as "No filter".
Tap one of the radio buttons to change received RSSI strength level. Pressing OK button changes to new setting or
Cancel button does not change the previous setting. Then start scan again.

Table 6-1 RSSI filter levels setting

Setting level Description

No filter No setting

RSSI > -62 To receive "Excellent"” signal strength
RSSI > -74 To receive "Good" signal strength
RSSI > -86 To receive "Fair" signal strength

After changing the RSSI filter level setting, discovered BLE devices are not removed from the list. Newly found BLE
devices will be filtered with respect to the received RSSI strength level and only BLE devices met with the Setting level

are added to the list.

R21ANO017EJO0112 Rev.1.12
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»  Sort setting

The discovered BLE devices can be sorted in the list by means of received RSSI strength level or BLE device name.

e rarraame Amts Armm Aena raArramn i —

Select sort order
No sort ()
RSSI sort(Descending)

Name sort(Descending)

Cancel OK

Figure 6-11 Sort setting menu

Table 6-2 shows the Sort setting. By default, there is *No sort™ configuration. To sort the BLE device list, tap one of the
radio buttons then press the OK button to change the setting. Pressing Cancel button will abort this setting.

Table 6-2 Sort setting

Sort order Description

No sort No sort

RSSI sort(Descending) RSSI level sort (Descending)

Name sort(Descending) Name sort (Descending)

After selecting RSSI sort, the application shows lower number of BLE devices in the list with respect to RSSI strength
increasing or decreasing level. When tap the OK button with selection of RSSI sort, the list will be sorted on received
strength value on each BLE devices.

After selecting Name sort, BLE device name are sorted at all times.

»  Bluetooth Settings

This Setting allow you to call the iOS device's Bluetooth Settings directly. Using this menu selection, turn ON and OFF
to the slide switch for removing the pairing information. To return back to the GATTBrowser, select the left arrow icon
with GATTBrowser text " 8 caTTerowser " gt the upper left corner of the status bar.

| GATTBrowser I)- 16:01 @ ¥ 100% 3 4
€ Settings Bluetooth
Bluetooth v

Figure 6-12 iOS device Bluetooth Settings menu

R21ANO017EJ0112 Rev.1.12 Page 9 of 29
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»  Version Information

This menu uses to view the version information about the GATTBrowser. Pressing OK button will abort this menu.

Version Information

GATTBrowser

Version: XX.X

©2016-2017 Renesas Electronics Corporation

OK

—

Figure 6-13 Version Information

R21ANO017EJO0112 Rev.1.12
Jan 09, 2018
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6.2.5

BLE device information in short format

Initially, the list of Advertising BLE devices found in surrounding area is shown as short format include only four
parameters; (1) Device Name, (2) Device UUID, (3) RSSI and (4) connection button shown as Figure 6-14. In this
format, the detail information of BLE device is listed in Table 6-3.

@ i @
"Renesas-BLE Yl(>)

(2)UUID:758BD10E-4248-4A3A-B367-2D2A7801F735

Figure 6-14 BLE device information in short format

Table 6-3 BLE device information

No.

information

description

Device Name

Display the device name for BLE device found.

>  If the device is previously connected, it will display the value of the
Characteristic GAP Device Name.

»  If the device is never connected, it will display the device name in
the advertising data. When the advertising data does not contain the
device name, the text "<No name>" will be displayed.

Device UUID

If peer device application does not expose BD address, allow finding BLE
devices to use the unique ID of the device in i0S. To identify the Bluetooth
device, use the device UUID instead of BD address.

The i0S turns off the device's Bluetooth feature as long as the BLE device
UUID that granted the same UUID.

RSSI

RSSI value can be shown in real time for BLE device. At scanning, iOS
device always gets and displays the RSSI antenna strength, and it keeps
updating the parameter value.

If the BLE device's Advertising stops and 5 seconds have elapsed since the
last RSSI acquisition, the antenna display and the RSSI value will be hidden.
If Advertising is detected again, it will be redisplayed.

When pause the scan operation, the last observed RSSI value will be
displayed continuously.

Connection Button

This is the button to connect BLE devices in the list. Tap this button for
connecting to the one of BLE devices.

If "Is connectable" included in the advertisement information is No, ® icon
is displayed, and even if you tap it you cannot connect.

R21ANO017EJO0112 Rev.1.12
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6.2.6 BLE device information with Advertising data information

When tapping one of the cell to the Advertising BLE devices, expand that cell and display the Advertising data at the
bottom of the BLE device as shown in Figure 6-15. For detail information about displayed parameters, refer to the
online documentation for the Apple Developer Documentation of the Core Bluetooth Framework "Advertisement Data

Retrieval Keys".

Renesas-BLE

(D LocalName: Renesas-BLE
@ ManufactureData: no data
(@) Service Data: no data
@Service UUIDs:

@TxPower Level: no data
Is connectable: Yes

UUID:394AEB15-32A8-3587-8A5A-3677FD463942 -63 @

Cycling Speed and Cadence, Device Information
Overflow Service UUIDs: no data

@Solicited Service UUIDs: no data

Figure 6-15 Advertising data information

Table 6-4 shows the list of Advertising data information and explain in the description column.

Table 6-4 Advertising data

No. Information Description

@ | LocalName The local name for BLE device

@ | ManufactureData BLE device-specific data

@ | Service Data Services data for BLE device

@ | Service UUID Services UUID of BLE device

® | Overflow Service UUID If stored as the long in BLE device, here shows Service UUID.

® | TxPower Level BLE device transmit power

@ | Is connectable The Flag indicates whether BLE device is connectable or not.
When this flag is No, the "@ Connection button" in "Table 6-3
BLE device information” becomes ® icon.

Solicited Service UUIDs Invitation of whether BLE device can operate as a UUID of
GATT Client Service to the Server or not.

R21ANO017EJO0112 Rev.1.12
Jan 09, 2018
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To display in short format again, tapping to the BLE device cell will restore the Advertising information cell then
display back to short format. To close all cells that displaying Advertising information, pinch in the opened Advertising
information cells as shown in Figure 6-16.

>~ 1:48 @ & 99% . 11:48
e GATT Browser Menu GATT Browser
Renesas-BLE Tul>) Renesas-BLE Ynﬂl]@
e: Renesas-BLE
RL78/G1D Beacon Yu )
ice UUIDs UUID:FFO7FBBB-08CE-5562-0F11-AFECC784FBCY 83
ing Speed and Cadence, Devicalnfor,
Renesas-BLE Yuo @
USU\DS no data UUID-066533EC-BE7D-41FC-AGG4-41238808D0F1 -G8
RL78/G1D Beacon Yul>) Close Advertising information
Pinch in cells together
<No name> Yuo @
data
YuiG)
Link Loss, Tx Pbwer, Immediate Alert, Device Information, Cycling
Speed and Cadence. Alert Notification Service
ice UUIDs: no data
Renesas-BLE Yo @
RENESAS
RENESAS

Figure 6-16 Advertising information cell continuous close

6.2.7 BLE device connection

When tap the arrow inside circle mark at the right side of the BLE device information display,
which shown in

Figure 6-17, the iOS device will connect to that selected peripheral device. After the connection, transit to next screen
that will be explained in section "6.3 Service and Characteristic list".

Renesas-BLE Yuul

UUID:758BD10E-4248-4A3A-B367-2D2A7801F735

Figure 6-17 BLE device connection

By checking the number (7) from "Table 6-4 Advertising data”, the device can be identified whether it is connectable or
not. If the device is connectable, the flag displays "Yes" in Connection Status and connection button is & icon. If the
device is not connectable, the flag displays “No" in Connection Status and connection button is & icon. Tap does not
perform connection processing.

R21ANO017EJ0112 Rev.1.12 Page 13 of 29
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6.3 Service and Characteristic list
After connecting to the BLE device, show the list of Service and Characteristic on screen.

The numbered items shown in Figure 6-18 are information and user interaction to connected device. The detail are

explained in Table 6-5.
» 11:55 @ 3 99% m-
@ < Back Services Disconnect @

Renesas-BLE Yl]!]5 @
@ 4— JUUID : 2181DDA4D-7AB1-4EB6-AB95-A8344DF8F69E
2181994A-7AB1-4EB6-AB95-A8344DF8F69E
Properties : Notify
@ 21814ABA-7AB1-4EB6-AB95-A8344DF8F69E
Properties : Indicate
21810E78-7AB1-4EB6-AB95-A8344DF8F69E
Properties : Read Write
RENESAS

Figure 6-18 Service and Characteristic list

Table 6-5 Service and Characteristic information

No. Information Description
@ | Device connection Display the information of connected BLE device.
information Display the device name and device UUID as well as indication of
connection status.
@ | Service name Display the Service name in the Service Discovery and all included
Characteristics.
@ | Characteristic name Display the Characteristic name in the Characteristic Discovery.

Display each Characteristic found separately for every Service.
Display all properties and characteristics, along with Characteristic.

@ Back Return button to disconnect and back to "BLE device scan list".
® Disconnect / Connect Disconnect the BLE device.
Button When disconnected, "Connect" is switched, and when you tap it you can
reconnect to the same BLE device.
® | RSSI Display the RSSI received strength and BLE devices.
R21AN0017EJ0112 Rev.1.12 Page 14 of 29
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6.3.1 Connection Status

While maintaining the connection with the BLE device, display as "Connected" in the connection status, which
indicates the "Connection Status". When lost communicating with the BLE device, the "Connection Status" displays in
red text as "Disconnected". Figure 6-19 and Figure 6-20 are shown in connection and disconnection state respectively.

Renesas-BLE Renesas-BLE
Device UUID : 758BD10E-4248-4A] Device UUID : 758BD10E-4248-4A]
Connection Status :I Connected I Connection Status : |Disconnected
Figure 6-19 Connected Figure 6-20 Disconnected
6.3.2 Display Service name & Characteristic name

When detect the UUID of Bluetooth SIG, display the Service name (such as Link Loss, Tx Power and Immediate Alert,
and etc.) that corresponds to the Service Discovery. As an example, Figure 6-21 shows Service names with respect to
Service Discovery. If there are custom UUIDs, the complete UUIDs are also displayed as shown in Figure 6-22.

LLink Loss

Alert Level
Properties : Read Write

Tx Power LUUID : 2181DD4D-7AB1-4EB6-AB95-A8344DF8F69E '|
Tx Power Level 2181994A-7AB1-4EB6-AB95-A8344DF8F69E
Properties : Read Properties : Read Notify Indicate

[Immediate Alert 21814ABA-7AB1-4EB6-AB95-A8344DF8FG9E
Properties : Write WriteWithoutResponse
ertLeve
Properties : WriteWithoutResponse g:oilgiizs-;251\/—\[?;556-A895-A8344DF8F69E

Figure 6-21 Display Service name determined by the

Fi -22 i f IDi
Bluetooth SIG, Inc. igure 6-22 Service names of custom UUID is detected

To display the Characteristic (such as Alert Level, Tx Power Level, and etc.), it is determined by the Bluetooth SIG or
custom UUID as well as the service name, based on the UUID finding in Characteristic Discovery.

Link Loss
Properties : Read Write

Tx Power UUID : 2181DD4D-7AB1-4EB6-AB95-A8344DFSF6OE
Tx Power Level 2181994A-7AB1-4EB6-AB95-A8344DF8F69
Properties : Read Properties : Read Notify Indicate

Immediate Alert 2‘I814ABA-7AB1-4EB§-A895-A8344DF8F69E
Alert Level Properties : Write WriteWithoutResponse
Properties : WriteWithoutResponse g:o?jlg:zs'FZB':E‘]V'Vfi'EBS_ABQS'AS344DF8F69E

Figure 6-23 Display Characteristic name determined

Figure 6-24 Characteristic names of custom UUID is
by the Bluetooth SIG, Inc. g

detected

Figure 6-23and Figure 6-24 show Characteristic names and custom Service respectively. If the detected custom UUID
is used in the Renesas sample application of RL78/G1D device, display the received custom service as its feature name
rather than the UUID. For more information, refer to the section "6.5 Display Renesas custom data™ later in this
document.

R21ANO017EJ0112 Rev.1.12 Page 15 of 29
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6.3.3

Characteristic selection

To open the Characteristic operation screen, tap the Characteristic that you want to perform its operation then can
operate one Characteristic at a time for each selection. As an Example, Figure 6-25 shows the selecting of the
Characteristic.

Figure 6-25 Characteristic selection

o gt 2

Feresys-SLE
D A0 RS- Rl AT Ak BTTR 4384

[

JEAE - 2 Sl YOl D TR B - A AR COF RO 0
HEVTI4A-TART-dEE™ 5= AB344DFEFEDE
Progepriaa. . Hotfy
1B TAABA - TAE S EBE- A
Fropertes - indcale
STEVDETE-TANT-AE BE- Al

Progee ey Besd Wedn

RENESAS
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6.4 Characteristic operation
6.4.1 Characteristic operation screen

After selecting a particular characteristic, Figure 6-26 shows the Characteristics screen with respect to its attributes like

read, write, indication and natification. Detail are explained in Table 6-6.

® 0O © &

©

> 12:18 @ % o7% m-

Characteristic Disconnect

£ Services

Renesas-BLE ?[_Ipaﬂ @

Device UUID : 758BD10E-4248-4A3A-B367-2D2A7801F735

Connection Status ;- Connectad

Custom Characteristic
ULID : 2181994A-7AB1-4EB6-ABIS-AB344DFBFEIE

e e
Enable Notification Enable Indication

0x0000000000000000
2016-10-06 10:5%:01 40000

m Write without resp m

0x0000000000000000

0x0000000000000000
2016-10-06 10:51:09 0000

Descriptors

0
Client Characteristic Configuration

Properties

Read Write WriteWithoutResponse Notify Indicate

Figure

RENESAS

6-26 Characteristic operation screen

Table 6-6 Characteristic operation information

No. Information Description
@ | Device connection Display the information of connected BLE device.
lifeqation Display the device name and device UUID, and connection status
indication.
This information is the same as "Service and Characteristic list".
@) | Characteristic name Display information about the Characteristic of operation.
Display the Characteristic name and UUID.
® Read/Notification/Indication | Button to receive the characteristic value.
ST Each button is displayed based on the setting of the Characteristic
Properties. The Properties settings will not be hid.
@ History of receive data Display the received value of the Characteristic
Read/Notification/Indication by pressing the buttons.
If appear five values in the cell, the displayed top value is the latest data.
In one cell, there are three lines: top line: ASCII, middle line: base-16
number display, and bottom line: received time stamp information.
® | Write/WriteWithoutResponse | Writing a value to the characteristic button.
bu@ton e Bl (e O Each button is displayed based on the setting of the Characteristic
write data format. . - . ; .
Properties. The Properties settings will not be hid.
If selecting the write mode selection buttons, treat data as either
Hex/Text or other.
® | Text field of write data A text field to enter the value, which to be written to the characteristic.
After writing data to Write or WriteWithoutResponse in text field, press

R21ANO017EJO0112 Rev.1.12
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button to write the entered data to the target Characteristic.

(@ | History of send data If operation of Write/WriteWithoutResponse button successfully send,
the values will be shown in this cell. If five values appear in one cell,
display the top value as the latest data. Fail to send the data also added
to the history.

Display two lines in single cell: send data at the top line and timestamp
information at the bottom line after sending.

Descriptor information Display the characteristic Descriptor information.

© | Properties information Displays the Properties for the characteristic.

(i) Back Return button to Service and Characteristic list

@ Disconnect / Connect Button | Disconnect the BLE device.
When disconnected, "Connect" is switched, and when you tap it you can
reconnect to the same BLE device.

@ | RsSI Display the received RSSI strength and BLE device.

6.4.2 Connection status

Connection Status: the connection status is similar to section "6.3.1 Connection Status".

6.4.3 Read operation

When Characteristic Properties have Read attributes, Read button is displayed as shown in Figure 6-27. By pressing this
Read button, you can read relevant Characteristic value from peer device.

Read data is displayed in received data history as shown in Figure 6-28.

=

[Descriptors

]

0x01
Flgure 6_27 Read buttOI"I ZO)SIG—‘\O—OE 12:01:58 +0000 Read da'ta'

4 Figure 6-28 After tapping the read button

6.4.4 Notification operation

In the characteristic Properties, Notification attributes are valid when the "Enable Notification" button is displayed in as
Figure 6-29 for Client Characteristic Configuration Descriptor (CCCD). You can toggle between "Disable Notification"
and "Enable Notification" by pressing this button. To receive a Notification of the relevant Characteristic, pressing the
button showing with "Enable Notification" will change to "Disable Notification". After showing with "Disable
Notification", it will start receiving notification data. If not switch to this button showing with "Enable Notification", it
is disable to notification permission and stop receiving Notification data.

Received Notification data is displayed in the Figure 6-30 as incoming data history after enabling the notification
permission.

Enable Notification Disable Notification

Descriptors omoooooooooooooool Notification data I‘
2016-10-06 12:36:44 +0000

Figure 6-29 Notification enable button !
Figure 6-30 Received notification data after enabling
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When Notification data is received on other than the Characteristic operation screen, the Characteristic UUID of the
received data and the received Notification data are displayed at the bottom of the screen.

Data receive
9CEF6396-7FAB-49DC-AB89-762C9079FE96
0x0000000000000000

Figure 6-31 Notification data received indication other than Characteristic operation display

6.4.5 Indication operation

Similarly, Indication attributes are valid in the Properties of the characteristic when the "Enable Indication" button is
displayed as in Figure 6-32 for Client Characteristic Configuration Descriptor (CCCD). Toggling this button will
change between "" and "Enable Indication”. To receive an Indication of the Characteristic, press this button while
showing with "Enable Indication ". Then, it changes to “Disable Indication” and receives indication data. Not switching
to this button showing with "Enable Indication” will disable to indication permission.

Received Indication data is displayed in Figure 6-33 as received data history after enabling the indication permission.

Enable Indication Disable Indication

Descriptors |_ 0x0000000000000000f |ndication data

2016-10-06 12:37:19 +0000

Figure 6-32 Indication enable button Figure 6-33 Received indication data after enabling

When the Indication data is received on other than Characteristic operation screen, it will be displayed at the bottom of
the screen, as shown in "Figure 6-31 Notification data received indication other than Characteristic operation display".

6.4.6 History of received data

Data, which received by the Read/Notification/Indication and time stamp, is displayed in the incoming data history.
This history shows maximum five data values and lists the most recent data at the top position and discard the oldest
history from the bottom when exceed the maximum limit shown in Figure 6-34. As first in first out action, the history
has maintained maximum five Characteristic data for the most recent received data as shown in Figure 6-35.

0x05 0x06 i
2016-10-06 12:02:25 +0000 2016-10-06 12:02:36 +0000 The mOSt recent data 15 addEd
0x04 0x05
2016-10-06 12:02:18 +0000 E_b 2016-10-06 12:02:25 +0000
0x03 ) 0x04
2016-10-06 12:02:14 +0000 20)‘(|6—10—06 12:02:18 +0000
0x02 0x03 Under the slide.
2016-10-06 12:02:09 +0000 2016-10-06 12:02:14 +0000
0x01 To destroy data 0x02
2016-10-06 12:01:58 +0000 2016-10-06 12:02:09 +0000
Figure 6-34 Maximum of history data Figure 6-35 Overflow the history data
R21ANO017EJ0112 Rev.1.12 Page 19 of 29

Jan 09, 2018 RENESAS



GATTBrowser for iOS Smartphone Application Instruction manual

6.4.7 Write operation

Write attributes are valid to set with Write button when Write data in the characteristic Properties, and the text field is
displayed. Set the data in the text field and then press the Write button. After pressing the Write button, it is able to
write the Characteristic value. In addition to display a button to transmit data, there is write mode switch at the right
side of the Write button. Refer to the section "6.4.9 Select write mode operation™ for detail.

Succeeded for writing data is displayed in the send data history as shown in Figure 6-37.

N
Set to'the write data 0x0000

Figure 6-36 Write button, text field, and select button 0x0000 Data was successfully written

2016-10-06 15:36:10 +0000

Figure 6-37 Write the Characteristic

6.4.8 Write without response operation

If the text field is displayed, write data "write without response" attributes are valid in the characteristic Properties to set
with "Write without resp" button. Writing the data in a text field and pressing the "Write without resp™ button will send

to "write without response” of the Characteristic. Similarly display a button to transmit data write mode at the right side
of "Write without resp” button. Refer to section "6.4.9 Select write mode operation” for detail.

Regardless of the success or failure of the writing, writing data with write without response will be displayed as sending
data in history field as shown in Figure 6-39.

Set to the write data 0x01

Figure 6-38 ""Write without resp’ button and select OXO1 o6 1605 V\[ite data (The success whatsoever.)
button

Figure 6-39 Write without response the Characteristic
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6.4.9 Select write mode operation

For either "Write" or "Write without resp" button, write mode switching button is displayed. Switching to this button,
set data text field as either hexadecimal data or text data. During communication with the Peer Device, switch buttons
and connect Characteristic screen hold each switch setting.

For Write data or Write without response in hexadecimal mode, write data is treated as base-16 number. In the
following example, handling as hexadecimal data "1" will write to the Characteristic data value "0x1" as shown in

Figure 6-40.
Hex
Hex m |
1 Write data (230>§16 006 162050 20000 Write data (Hex)

Figure 6-40 Write of Hex format

For Write data or Write without response in text mode, write data is replaced by UTF-8 character code and will be
treated as text data. In the following example, handling data 1" will write hexadecimal value "0x31" data to a

Characteristic.

Hex e 1

1 Write data [ 1 Write data (Text)

2016-10-06 16:22:04 +0000

Figure 6-41 Write of Text format
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6.4.10 History of sending data

Not only filled with Write/Write without response of incoming data but also the time stamp of the historical data will be
displayed in the history of the transmitted data. In this historical list, show maximum five data with the most recent data
at the top of the list. When adding the most recent Characteristic data, the oldest data of the list will be discarded from
the bottom to maintain five historical data for the most recently submitted data as shown in Figure 6-43.

0x0004

0x0004
2016-10-06 15:36:31 +0000

0x0003

0x0002
2016-10-06 15:36:25 +0000

0x0001
2016-10-06 15:36:21 +0000

0x0000
2016-10-06 15:36:10 +0000

Data will be destroyed

2016-10-06 15:36:28 +0000

J L

0x0005

0x0005
2016-10-06 15:36:43 +0000

The latest data added

0x0004
2016-10-06 15:36:31 +0000

0x0003
2016-10-06 15:36:28 +0000

0x0002
2016-10-06 15:36:25 +0000

0x0001
2016-10-06 15:36:21 +0000

Slide down

Figure 6-42 Full historical data

Figure 6-43 History data update

In order to send the hexadecimal data, set the text field to write data as "1". This means that "0x" is prefixed
automatically and stored in the history as shown in Figure 6-44. On the other hand, writing text data will be preserved in

the history as is. Figure 6-45 shows the writing text data.

1 1
0x1 1
2016-10-06 16:20:54 +0000 2016-10-06 16:22:04 +0000
Figure 6-44 Display of historical data (Hex) Figure 6-45 Display of historical data (Text)
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6.4.11 Copying historical data into the text field.
If the text field of the write data is displayed, tap onto the written historical data or received data history listed in history
data field. After tapping, that data has been copied into the text field for sending.

Below Figure 6-46 shows as an example of copying the historical data when tap to the cell of receiving data in historical
section.

0x0000 Tap the historical data | axIO00
2016-10-08 17:17 34-:"\\ :> P16 -10-08 17T\ + 0000
Hex m Text

0x0000 |Copy to the historical data |

Figure 6-46 Copy historical data into the text field

6.4.12 Update of descriptors

By tapping the permission of Notification or Indication cell in display information, it is possible to re-read the relevant
Characteristic Descriptor information intentionally. That descriptor information is updated automatically as shown in
Figure 6-47.

Descriptors

0

Client Characteristic Com’iglm\

N

Figure 6-47 Update of descriptors
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6.5 Display Renesas custom data

If RL78/G1D custom UUID that has been detected is used in the sample application, you will see the name of the
custom services and characteristics instead of the UUID. In addition, a dialog will be displayed for information analysis,
but it is a specific characteristic.

6.5.1 Renesas custom Service and Characteristic names display

The Service name used in the below RL78/G1D sample applications are detected and displayed the following
Service/Characteristic UUID and Characteristic names.

» BLE Virtual UART application (Document No. RO1AN3130E)
Table 6-7 UUID of BLE Virtual UART application

uulD Renesas custom Service and Characteristic

D68C0001-A21B-11E5-8CB8-0002A5D5C51B | Renesas Virtual UART Service
D68C0002-A21B-11E5-8CB8-0002A5D5C51B | Indication Characteristic
D68C0003-A21B-11E5-8CB8-0002A5D5C51B | Write Characteristic

Renesas Virtual UART Service

Indication Characteristic
Properties : Indicate

Write Characteristic
Properties : Write

Figure 6-48 Display of BLE Virtual UART application

»  Embedded Configuration Sample application (Document No. ROLAN3319E)
Table 6-8 UUID of Embedded Configuration Sample application

uulD Renesas custom Service and Characteristic

5BC1B9F7-A1F1-40AF-9043-C43692C18D7A | Renesas Sample Custom Service
5BC18D80-A1F1-40AF-9043-C43692C18D7A | Switch State Characteristic
5BC143EE-A1F1-40AF-9043-C43692C18D7A | LED Control Characteristic

Renesas Sample Custom Service
Switch State Characteristic
Properties : Notify

LED Control Characteristic
Properties : Read Write

Figure 6-49 Display of Embedded Configuration Sample application
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» RL78/G1D Beacon Stack Connecting and Updating Beacon Data Sample Program (Document No.

RO1AN3313E)
Table 6-9 UUID of RL78/G1D Beacon Stack Connecting and
Updating Beacon Data Sample Program
UuID Renesas custom Service and Characteristic

A7660001-4B1E-4D6E-91C4-997BA9B6FCO7 | Renesas Beacon Updater Service
AT7660002-4B1E-4D6E-91C4-997BA9B6FCO7 | Advertising Information
AT7660003-4B1E-4D6E-91C4-997BA9B6FCO7 | Advertising Data
A7660004-4B1E-4D6E-91C4-997BA9B6FCO7 | Code Flash Memory Updated Count
AT7660005-4B1E-4D6E-91C4-997BA9B6FCO7 | Data Flash Memory Updated Count
AT7660006-4B1E-4D6E-91C4-997BA9B6FCO7 | Scan Response Data

Renesas Beacon Updater Service
Advertising Information
Properties : Read Write

Advertising Data
Properties : Read Write

Scan Response Data
Properties : Read Write

Code Flash Memory Updated Count

Properties : Read

Data Flash Memory Updated Count

Properties : Read

Figure 6-50 Display of RL78/G1D Beacon Stack Connecting and

Updating Beacon Data Sample Program
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6.5.2 Beacon data analysis dialog

The RL78/G1D beacon stack, which can connect for beacon data update, can establish a connection. Then read
Characteristic data of Advertising Information and Advertising Data / Scan Response Data included in the sample
program. Tapping the historical read data will appear in Analysis dialog. When tapping the historical write data,

dedicated Analysis dialog will appear as well.

»  Advertising information

To Read or Write data on the advertising Information, tap the Read history data to appear Advertising
Information Analysis dialog as shown in Figure 6-51.

Advertising Information
UUID : A7660002-4B1E-4DGE-91C4-997BASBGFCO7

@xvac

0x4006010700 a7856341200018¢cc70300
2016-10-06 18:41:38 +000

Renesas Beacon stack

Advertising Information

Advertising Interval: 100

Add Random Delay: [
Advertising Channel: L WE. WE. |
Advertising Tx Loop Count: ¥]

Advertising Tx Power: Level9: Ddbm

Local BD Address: 12:34:56:78:9A:B0
Local BD Address Type: Public
Number of Advertising Data: 1

TH_IND | STOP_COMP

OK

Event Motify Permission:

Cancel

Figure 6-51 Advertising Information Data analysis dialog

In this dialog box, "Advertising Interval™ and "Advertising Tx Power" parameter are allowed for editing. Set the
Write data in the text field, and then pressing the OK button in the dialog will change the parameter setting.
Press the Write button to write the hexadecimal data in Characteristic data writing mode. Whenever pressing the
Cancel button on the Analysis dialog will abort the changes from the text field of the Write data.

For details of each parameter, refer to "RL78/G1D Beacon Stack Connecting and Updating Beacon Data

Sample Program™ application note.
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»  Advertising Data / Scan Response Data

When tapping the historical data to either Read or Write on the Advertising Data / Scan Response Data, the
"Advertising Data" will appear the Advertising Data Analysis dialog as shown in Figure 6-52.

Read

igaeegliSwRkRE
010200603 03aake 13

2018-10-08 18:45:55 + 0000

DeeDZ GGG 2eE 60 21 357 T4 bEDS 24000 000000

L -

Renesas Beacon stack

| Advertising Data
1b0201060303aafe1316aafe10eed 267616 2e. .

<< Flags »>
Bitl: LE General Discoverable Mode
BitZ: BR/EDR Not Supported

e« Complete List of 18-bit Service UUIDS >
OxFEAML Eddyitoms

<< Service Data - 16-bit UUID »»

ULND:; OxFEAR Eddystone

Service Data: 10EEZGTEFEFZEGTEC 2FAGTTABERE24B
Frame Type: Eddystone-URL
TX Power: -18 [dBm)
URL: hitg: figoo.gl/SwkkRE

Cancel OK

Figure 6-52 Advertising Data analysis dialog

Tapping the text field at the top of the dialog will copy the historical data into the text field, and the analysis
data is displayed in the lower text area. Editing the top text field affects the analytical results, which is the
bottom text area of analysis data. Then Analysis result will generate a hyperlink with blue letter in Eddystone-
URL. Tapping that link on iOS device will open browser (standard Safari Browser) running the Webpage with

the URL.

Then set the Write data in the text field, and then press OK button on the dialog to change parameter setting.
After that press the Write button at Hex to write Characteristic data write mode. Whenever pressing the Cancel
button on the Analysis dialog will abort the changes from the text field of the Write data.

Refer "RL78/G1D Beacon Stack Connecting and Updating Beacon Data Sample Program" application notes for

details of each parameter.
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7. Appendix

GATTBrowser uses the Bluetooth capabilities of the iOS device. This feature cannot work when Bluetooth is OFF. It
shows up the GATTBrowser setting. Do not expect working if you turned OFF the Bluetooth function during the
operation.
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Website and Support

Renesas Electronics Website
http://www.renesas.com/

Inquiries
http://www.renesas.com/contact/

Bluetooth is a trademark of Bluetooth SIG, Inc. U.S.A.
All trademarks and registered trademarks are the property of their respective owners.
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General Precautions in the Handling of Microprocessing Unit and Microcontroller Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas.
For detailed usage notes on the products covered by this document, refer to the relevant sections of the document as well
as any technical updates that have been issued for the products.

1. Handling of Unused Pins

Handle unused pins in accordance with the directions given under Handling of Unused Pins in the

manual.

%, The input pins of CMOS products are generally in the high-impedance state. In operation with an
unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of LSI, an
associated shoot-through current flows internally, and malfunctions occur due to the false
recognition of the pin state as an input signal become possible. Unused pins should be handled as
described under Handling of Unused Pins in the manual.

2. Processing at Power-on

The state of the product is undefined at the moment when power is supplied.

%, The states of internal circuits in the LSI are indeterminate and the states of register settings and
pins are undefined at the moment when power is supplied.

In a finished product where the reset signal is applied to the external reset pin, the states of pins
are not guaranteed from the moment when power is supplied until the reset process is completed.
In a similar way, the states of pins in a product that is reset by an on-chip power-on reset function
are not guaranteed from the moment when power is supplied until the power reaches the level at
which resetting has been specified.
3. Prohibition of Access to Reserved Addresses
Access to reserved addresses is prohibited.

%. The reserved addresses are provided for the possible future expansion of functions. Do not access
these addresses; the correct operation of LSI is not guaranteed if they are accessed.

4. Clock Signals
After applying a reset, only release the reset line after the operating clock signal has become stable.
When switching the clock signal during program execution, wait until the target clock signal has
stabilized.

% When the clock signal is generated with an external resonator (or from an external oscillator)
during a reset, ensure that the reset line is only released after full stabilization of the clock signal.
Moreover, when switching to a clock signal produced with an external resonator (or by an external
oscillator) while program execution is in progress, wait until the target clock signal is stable.

5. Differences between Products

Before changing from one product to another, i.e. to a product with a different part number, confirm

that the change will not lead to problems.

% The characteristics of Microprocessing unit or Microcontroller unit products in the same group but
having a different part number may differ in terms of the internal memory capacity, layout pattern,
and other factors, which can affect the ranges of electrical characteristics, such as characteristic
values, operating margins, immunity to noise, and amount of radiated noise. When changing to a
product with a different part number, implement a system-evaluation test for the given product.




Notice

1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products and application examples. You are fully responsible for
the incorporation or any other use of the circuits, software, and information in the design of your product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by
you or third parties arising from the use of these circuits, software, or information.

2. Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights, or other intellectual property rights of third parties, by or
arising from the use of Renesas Electronics products or technical information described in this document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application
examples.

3. No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or others.

4. You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any and all liability for any losses or damages incurred by
you or third parties arising from such alteration, modification, copying or reverse engineering.

5. Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for each Renesas Electronics product depends on the
product's quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home electronic appliances; machine tools; personal electronic

equipment; industrial robots; etc.

"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key financial terminal systems; safety control equipment; etc.
Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics products are
not intended or authorized for use in products or systems that may pose a direct threat to human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause
serious property damage (space system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims any and all
liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product that is inconsistent with any Renesas Electronics data sheet, user's manual or
other Renesas Electronics document.

6. When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for Handling and Using Semiconductor Devices” in the
reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation
characteristics, installation, etc. Renesas Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such specified
ranges.

7. Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific characteristics, such as the occurrence of failure at a
certain rate and malfunctions under certain use conditions. Unless designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily injury, injury
or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as safety design for hardware and software, including but not limited to
redundancy, fire control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult
and impractical, you are responsible for evaluating the safety of the final products or systems manufactured by you.

8. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas Electronics product. You are responsible for carefully and
sufficiently investigating applicable laws and regulations that regulate the inclusion or use of controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics
products in compliance with all these applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance with applicable
laws and regulations.

9. Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited under any applicable domestic or foreign laws
or regulations. You shall comply with any applicable export control laws and regulations promulgated and administered by the governments of any countries asserting jurisdiction over the parties or
transactions.

10. Itis the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or transfers the product to a third party, to notify such third
party in advance of the contents and conditions set forth in this document.

11. This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.

12. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas Electronics products.

(Note 1) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled subsidiaries.

(Note 2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.
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