Ze 3 LA B L L FH 3

Automotive Ethernet and
Application Testing Lﬁ
|

2020 Oct.16

@ INTREPID @ )

WWW. epidc om tool alliance
www.bluetooth.com.cn



3 B K 1% E (Topic and Takeaway)

The Topic The Takeaway

ANHEINH
Introduction

ZE 3 2% Wik

Automotive Networks Overview

TR LUK ) AR R K

Automotive Ethernet Future Development

WA 2% R it PR i

Networking Fundamentals

XN ONE =4 il

Automotive Ethernet OSI Reference Model

> W3 ZThe Physical Layer

> HEEERSZThe Data Link Layer
> [M%%)ZThe Network Layer
» {E%iZEThe Transport Layer

Wk A2 R L 24

Monitoring switch network

PAK P Nz FH -DolP
Ethernet Application — DolP

DA 7 FH-AVB/TSN
Ethernet Application — AVB/TSN

INTREPID

CONTROL SYSTEMS
www.intrepidcs.com

T RRBATT Y55 Vi

Know more about our business

TR ZE A A AR LUK 2
Why Ethernet? Why Now?

LUK PIFEVR A [ T

Automotive Ethernet Future in Vehicle Architecture

{7 B (e o ) 2% 14 L i 9 b

Brief review of just the very basics

M1 B BEThe power of M

AN R4 T B ] AR ?
Switches — The Why and How

N 2H k% 1 E 5/ e

Why so many layers/protocols?

WIS AT RENE
Pick one: Speed or Reliability

B S A2 58 4 TR X 2% 1) B0

How to monitor switched network traffic?

DLK X 72 224012 W 77 T FE B
Ethernet use case in automotive diagnostic application
P2 S DA G B FH A

Background and application in automotive

.\

tool alliance

www.bluetooth.com.cn



INTREPID CONTROL SYSTEMS, INC.

ICS Germany
ICS UK

I 254E I 2R3 4 15 4 _
10 3 2 G 1 AR (R T : 3”
Lk T R A T '3 X ghe
F7 i 20064E 38 N\ H E 11
E: g, L JEE csusa

Hitex GmbH

RMC Miihendislik

¢ ICS Ki
o B orea i ICS Japan

¢ Teoresi S.pA. + F‘l Neat Co., LTD

Alava
Ingenieros

_.";lneuMur'e 2
’ i % ICS China

\#ﬁ \

' ICS Indla

 Lynx Tecnologia ICS Australia

o WHE AT BRI SN ZE, GeEt X
=P B R B AT s e N

o WERTHE AN K

« Automotive Ethernet(Z%k LK M),

CAN FD, Cybersecurity( 4% %4> ) 3
INTREPID O ®
CONTROL SYSTEMS
www.intrepidcs.com tool alliance

www.bluetooth.com.cn



®

2 FRFEFEZ P Global Customers

FCA
Caterpillar S e Harley Davidson
Jaguar DTOYOTA 4 Dong Feng
BAIC _ qv TATA
. TATA :
SAIC C - Hyundai
Ford | S b
| : VW
BMW
Tovot Groupe PSA
oyota
d FCA Group
John Deere =
= BAT
INTREPID

CONTROL SYSTEMS
www.intrepidcs.com

.\

tool alliance

www.bluetooth.com.cn



o e
o((‘(’(f;\‘g(@ Standalone Vehicle Network
Sors’oNo( i\\ ‘(\O(d Remote Data Interfaces Education
i Logger
L wi @ @ ’
ireless

Support
Data Logging ’ 4 ’
e %

==y BIG Data

Software for
Network Analysis
Simulation
Data Logger Setup

—_ LR 7 B R I

Automotive

Ethernet Tools

Accessories

Analog I/0 & Gateway / R {
Digitgclv I{/O Node SIM Calibration Tools ° %

INTREPID e :

CONTROL SYSTEMS
www.intrepidcs.com tool alliance
www.bluetooth.com.cn




E 222 LR W GUB A A% 10 35+ T A TT R

e (UARBEISE) P
_/jfé%MWHﬁ%ﬁAE%%ﬂ%IW

v OPEN W)~
FAE B 1 ALLIANCE [rriecs
OPEN Alliance Project Place OPEN ALLIANCE SIG

> AEZR LUK N SR G 147 L 60
N RINTARERZ !

> TEVRZE 24,  FRATTA I 100
NEIMTAEERZ . A R b
AT B VR 2450 FH ) 7 S il 0 ) 7 o

Diamond Sponsor of many
|IEEE Ethernet Events

@ INTREPID @ )

www.intrepidcs.com tool alliance
www.bluetooth.com.cn



®

R AUR AL
O ASAM

\Z{™])

000,94

1 E T F

<©IEEE

OPEN

ALLIANCE

IR\
NS

INTREPID

SSSSSSSSSSSSSS




ZE 3R N 28 MR IR
Automotive Networks
Overview

—
INTREPID . e
SSSSSSSSSSSSSS
www.intrepidcs .com ool all iance

uetooth.com.cn



EEMERT 4.

M= BHIE AR, EEPTEBLREAN T Fi I 1 BT
i EBIEIEEATE, HFENRE T E a2 A TH

EIF BT
@ INTREPID @ e
CONTROL SYSTEMS
www.intrepidcs.com tool alliance

www.bluetooth.com.cn



R KK RSN T

o MRS KRS
o EHRTIRERIAN T A SR
— WA, KA, EEEE, EHIER AR
—  FCH KB 26 45 ..
o JRAETNHeAR G
— [FA/EHE
— PSR GRSk
— PR R M (b 2 = D (1 e L3R
o EEICALRERCN T Adh— KRS

A 8 bitfld% il o H 21K “JiExk AR B
ZEF M8 BTG AR K ERR! §

@ INTREPID @ |

www.intrepidcs.com tool alliance
www.bluetooth.com.cn



2P 35 00 2% 1) ] 22 g S
20 LO0FEAR LT, AL KA B H

— GM: ALDL / Class2 (aka J1850 VPW)
— Chrysler: CCD (Chrysler Collision Detection)
— Ford: SCP (Serial Communications Protocol) / J1850 PWM
— Toyota: BEAN (Body Electronic Area Network) / 1S09141
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— 1986: Announced by Intel/Bosch
— 1988: First Silicon
— 1990: Serial Production

o ECU%&%iﬁD Mercdeé Ess ,,

(20+ common)

o CAN Y Z& 38 i
— Cheap
— Secure
— J1850 running out of bandwidth

— Higher protocols find their way into
the world of CAN

CAN.E 26350k T FEbrdtE !
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Image credit, “Empowering the In-Vehicle Network.”,
Dr. Kirsten Matheus, BMW AG, 2019 Automotive Ethernet Congress, Munich
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Automotive Architectures

1990 2010 2017 2020 203x 205
Time
& & ® [ @ [y
rT Vision
_ . Vehicle Cloud Computing * Cloud computing
Disruption: supplements embedded
Complexity computing
explosion for Vehicle Computer [_q’—"—. Vision
ADAS & IVI * Fusion of all DCUs in one
centralized vehicle computer
Current Riilon 4 ry
Architectures - .- * Melted of domains, fusion of DCUs
—
Centralization ¢ 1
LR * Centralized Domain Control Units (DCUs)
* Standardization of basic controller
Integration
- Merging of ECUs, integration of HW &
- - u SW into existing ECUs
Modular |
* Each function has his own ECU
(“One function - one Box")
- Source: Bosch
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S/S

-

= 100/1000BASE-T1
CAN FD
= SerDes

S/S = Switch or Sensor
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Gateway Gateway

Central
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Module
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o JE SRR A IR — Y

o PRRE T AR

o fRIELIFD:
— RN Point-to-point (or port)
— M ZMBus (chained or attached) - like CAN and LIN
— M Ring

— FEJEStar

o I A G BRI

[ ccenee T2 38
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¢ )Eﬁl% uj\QIX_XI(Like CAN)
gLy |
Ol Infotainment

- %:IF?P,'»I:\T\/ ﬁﬁ%ﬁi Head Unit

— PR + = R (Switch)
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) BT (I8 R 5t)
o XU T Half-Duplex: PNNEE 2110 L, BEIR A — NMEKIEEL
JE(CAN / LINSLZR)
o XL Full-Duplex: 21 & [FI B A% (H1E R 4)
—  “Dual simplex” => two one-way streets
— “True full-duplex” uses one physical link
| 3|§>D;;.;;‘p7;i;$;o<3|€
i <3|§_ Che

RX Full Duplex PHY 1/O
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Application Layer

Presentation Layer

Session Layer
Interhost Communication
Transport Layer
TCP / UDP
Network Layer
IP Addressing, Routing
Data Link Layer
The Ethernet Frame, MAC Addresses

N W b U1 O N

Physical Layer
Bit Stream, Physical Medium, Methods of

Transferring Data

@ INTREPID ) )

www.intrepidcs.com tool alliance
www.bluetooth.com.cn



MIIE) 53 K T Be

— Tz 28 Microcontroller
— PAKMIMACHS il #%
— PLR MY Z (PHY)

RX_DV

Ethernet TX ERR

Ethernet

MAC RX_ERR

COL

CRS

CLK_TX

CLK_RX

AAAAATA
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— AR MEE I Media

Independent Interface

- TMbARAER B A
— BEMSAEATATT HIMACTE fill & T

FIAN[E) B B 2 WSO A PHY

- EHER R FISAL:

= RMII: Reduced

= GMII: Gigabit

= RGMII: Reduced Gigabit
= SGMII: Serial Gigabit
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* |EEE P802.3cg Application
- 10 MbpS $%§Z uj\ilx_x‘] Presentation
— M FFAE 10BASE-T1S —

’ E)%E'Zj]jj Transport
— TH] [A) B — VR R 3 W 28 30
— ThI A T N A RS AS etwort

PY ﬁ%ﬂ]% Data Link
— Layer 1/2)%}3@1][] BE%U Physical
— Layers 32 DL =I5 H
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10BASE-T1SZE R IhfE

PHY
° zlﬁﬂ (E‘éﬁiﬂ) “MACPHY” Integration
. N MCU Low-Cost MCU
TR H \ \
o NV T, MEE MAC
PLCA
* 1711@6)5 El’WPﬁmﬁ%lJ MAC PHY

(PLCA — PHY Level Collision Avoidance) .
— M PI 4-pin
« fEIA & L PHY p

o ”MACPHY” PLCA MAC XCVR
, S Pt s | LT PHY PLCA
- jtﬂ/tl: /TE)EH /TEEEEZIK B/‘J 1)7&%3 %IJ ar 10BASE-T1S PHY
- E//I\ E‘J'Féé’\:fﬁ l:l i 10BASE-T1S

NIC

* JEAEE 2 HIER AL
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e 3% N\ 1000BASE-T F 100BASE-TX #B 0] LA TAE
— “T” R~ 8-wire 3] J5 I A 4-wire i) (TX)
— BV R B VLD
o NAIEHTATA B
— RIHREE AL B T B
— T/TXTCIEFRATL

100BASE-T1 : 1°BAE'T |

[ ECU P - 100BASE-T1 100BASE-TX fapleccn gum v e o

Media Converter

A FE e EMedia Converter &5 T2 FHA G HTEEAN
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At Hh22 Media Converters

FH [5] Y 28 AN [R) ) FE 2 SN 2 ) 1 3 N
@%ﬁ%@ &X A HRi%$2100/1000BASE-T1 £ \ )

100Base-Tx/1000Base-T

Intrepid’s RAD-Moon:
— HIJKHE 2L 100BASE-T1 11 100BASE-TX
— 4-wire ¥ 2-wire

— Essentially two different PHYs connected back-
to-back

RAD-MoonDuo:
— 2x RAD-Moons in same form factor
— A EEHPHY R 748
— 100BASE-T1/USB Bridge
RAD-Moon2/SuperMoon:
— TJK%H 4 95 1000BASE-T1 to 1000BASE-T ‘
— 8-wire ¥ 2-wire y

— Combine RAD-SuperMoon with RAD-Moon?2 to
implement an active tap

INTREPID @ )

CONTROL SYSTEMS
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RAD-Moon % 3| M. f 3% 5%

R R T E(VNT)
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1Gbps BAKX

R )= (4

2 | 8%%)

BB gs RS
(BR 1 £%)

100BASE-T1 #1822
(2 £8)
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Application Layer

Interhost Communication
TCP / UDP
Network Layer
IP Addressing, Routing

WA G N

Data Link Layer
The Ethernet Frame, MAC Addresses

RN

Physical Layer
Bit Stream, Physical Medium
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Why Use A Switch?
ACHIHH T 7 B —

Head Unit
/\%f@lﬁﬁ EPY I RYVALY)
- /xﬁ/*k

<
O

i
EH$
S

» AL B S

EX S Switch [l
-ﬁﬁfﬁgﬁﬁﬁg pr
— BT/ FEVLANSE

— AN Hingress[R il
- S'Z%AVB/TSNWJ W

Two communications streams with an
aggregate bandwidth of 400 Mbps
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RAD-Pluto

5-Ports — £ T"NXP SIA1105 5 &

« 3x 100BASE-T1

e 1x 100BASE-T1 or 1x 1000BASE-T
* 1x USB3/GIGE Bridge

£ CAN/LIN £

e 2x CAN-FD

e 1xLIN

o RN I Function Block A<

l* EE ) o
VLAN Tagging/Untagging (Static) <=4 ™= Swnth

* Port Forwarding " , N

* Gateway applications

e Media Conversion

* Frame Mirroring and VLAN tagging for
advanced debug and monitoring. «

1000BASE-T

100BASE-T1

39
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RAD-Jupiter

- FMarvell 88Q5050 75 X

7%n7mﬂiﬁm

5x 100BASE-T1

1x 1000BASE-T1 or 1000BASE-T
USB3/GIGE Bridge or 1x 1000BASE-T
AVB/TSN Protocol Support

Packet Inspection (TCAM)

Per-port address whitelisting/blacklisting e

S L

 AVB/TSN Protocols

- TCAM F‘ F 5

* Ingress Rate Limiting AVB/TSN Development & Testing

e “Cut-Through” Forwarding

e Gateway applications

FERLCAN/LIN £ * Media Conversion

. %i E{?‘\IN'FD * Frame Mirroring and VLAN tagging

 Embedded Function Block Execution for advanced debug and monitoring.
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Application Layer

Presentation Layer
Session Layer
Interhost Communication
Transport Layer
TCP /UDP

Network Layer
IP Addressing, Routing

W NG &N

Data Link Layer
The Ethernet Frame, MAC Addresses

RN

Physical Layer

Bit Stream, Physical Medium 41
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RATHH 4 BEERRE I

LU Py 26 1 ] BT AE...
« MACHEHEFRZE | A8 1 (physical address)

— TR 1% CANTI
— Yy S hE
» MRAREE)—E RS2 IERZ T IMACHEE, EBEA/p?
—ﬁﬁ%@%m
o IR RICT A R, BUCE AR IXRHEA T

/A 2
R FEFEY RN EIT 2 N SRR, BAX S
o DU R IR 150074
o DU BRI £ 55 2 £

— JCVRARUE I 4% HE I 21 ST
— HR A TG T E 5 Il 5 T i
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ﬁ%WWiX(IP)

UL (AT )

o JLFRE B EE B 2 LIPS s L

¢ JAﬁ /E{_j%

- Bk

— B 2% /7 B AL

-&&M%E%ﬂ%%%ﬁ)
o [H-FTCP/IP43 55, IPv4 256 — R 48 (1981)
o [T s I pa R, DA e T PR AT AR S S
o ZE7l DK N 2 R g dxX B8 iR [A] 3= B A IPv4
* IPv6 (1995) YIIRTE e & F&
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« KJF4H

o Yt T — AN B A A —
AN 54 I B
o G0k, A R
TSI
— W FR R A
. I

RN
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Application Layer
Presentation Layer
Session Layer
Interhost Communication

Transport Layer
UDP / TCP

A LR

Network Layer
IP Addressing, Routing
Data Link Layer
The Ethernet Frame, MAC Addresses

RN W

Physical Layer
Bit Stream, Physical Medium
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R FE 2% B -4k : ¥% O Ports

o IPHBHE A TR —AN 4 (ECU B3 PC_E M -ENIC)

 TCP A1 UDP 1% F i 1 1R 7l A £ 2
— MR TRE
— B 1 R FLECU

o IP Hilik + ¥ 15 = socket
~ Sockets Mk —HuJ5 5 T 2 £ AR IRIIPHI AL 552 472 2 ) 1 LK I3 42
* TCPHIUDPERHL 5 16-bit Y5 A1 H A 15 (0£65,535)

. ﬁib%&%mlﬂﬁ el 1 e g U] ik i e SR g =R (1 4, Y
— A5 FH 1)80)
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Sender

PDU: Protocol Data Unit
SDU: Service Data Unit

Layer 4 PDU (TCP Segment) Layer 4 PDU (TCP Segment)

Upper Layer SDU
Header Header
p p (Data)

Layer 4 PDU (TCP Segment)

Uppe[DLagle)r SDU
p ata

Upper Layer SDU
(Data)

Layer 3 SDU

Uppe(rtl’_a;/e)r SDU
p ata

Layer 3 SDU

Upper Layer SDU
p (Data)

Layer 3 SDU

Layer 4
Header

Layer 2
Header
(Ethernet)

Layer 2
Header
(Ethernet)

Upper Layer SDU
(Data)
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Monitoring Switch Network

M 5 AT e B Y 2%

@ INTREPID @ e
CONTROL SYSTEMS
www.intrepidcs.com tool alliance

www.bluetooth.com.cn



®

TEAC T

4 P 2% 7

—y

EIN}

AT HL

llA

o IR F AR (CAN/LINGS) AT 52 2 4 MR

« I A2 B A, I K Y

— BCEAE A e L IR E AN AT LA B K 2%
R E, HEARA AT L

o {2 100BASE-T1 iX £ H] A 2% tH 2 41 XA PN 15 4%

JBAE AT BT
- SR HIE 2 B AT e A PR BT T
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. FFActive Tap B8

* Intrepid RAD-Star2:
— Single 100BASE-T1 active tap
— 2x CAN/FD, 1x LIN

* Intrepid RAD-Galaxy:
— 6x 100BASE-T1 active taps
— 8 CAN/FD + 1x LIN
— Data logging(32G SD card)

— Ports can be used independently
to connectup to 12 ECUs to a
single computer

INTREPID

CONTROL SYSTEMS
www.intrepidcs.com
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1% FIRAD-Galaxyi3f 1T R4 7 A F

PC with

Vehicle Spy

Gigabit Ethernet Link (

Time Sync

neoVI -

CAN
Tool LIN
) FlexRay
MOST
0
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®

CAN/LIN 100/1000BASE-T1

_ETHS

[—

SFP1 AUD1

INTREPID

CONTROL SYSTEMS
www.intrepidcs.com

RAD-GigaStar

Gigabit Active Tap for Automotive Ethernet

e Active TAP: 100/1000BASE-T1 (Marvel)
* 2x SFP cages

— Flexible media conversion

* Legacy Networks 1x 1000BASE-T
— 6x CAN / CAN-FD SFP Module Included
— 1x LIN/K-Line/DolP Activation Line
— 2X FleXRay (In development / Rx Only)

¢ Opt|0na| SerDeS |nterface (In development)
— Tap and Log SerDes traffic
- M Od u | arl (single technology per device)

— = FPD Link Ill
ISOLATED T

oo o = H 4 " GMSL
USB30  AUD2  SFP2  sEmbis = Future protocols

— 4x ports or 2x tap pairs

7y

i

e
W
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DA M. FH -DolP

Ethernet Application — DolP

53
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Diagnostics over IP (DolP)

TN TPERE T Layer 3142 J, FE N5k ] LLTE
JEFFDOIP H )R FE...

o FZHEZRAIVLYE, FATEH “DoCAN”

(41 Diagnostics over CAN)

* SO 13400, X ¥XDolP
(% 3AE G iz )

o Hik—tt
— BV T 1SO 11898 (CAN) with Ethernet
— B T 1SO 15765-2 with TCP/IP
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P BURRRT B

(- osl DoCAN Standard DolP Stanard )
Nothing  Application (Layer 7) 1SO 14229-1/5 1SO 14229-1/5
has
changed! Presentation (Layer 6)  OEM specifc (J1939, etc.) OEM specifc (J1939, etc.)
\ Session (Layer 5) ISO 14229-2 ISO 14229-2 Y
Transport (Layer 4) ISO 15765-2 ISO 13400-2 (TCP)
Network (Layer 3) 1SO 15765-2 1SO 13400-2 (IP)
Data Link (Layer 2) ISO 11898 (CAN) ISO 13400-3 (Ethernet)
Physical (Layer 1) ISO 11898 (CAN) ISO 13400-3 (100BASE-TX)
55
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OBD B X

* DolP 15 FH A4 2k LA
¥ (100BASE-TX)

R T B A (EMC
)
- A I R
+ S S IR 2 B

— TR B H MG 5
— ﬁ%ﬁ%)\DolP,Eﬁ%?ﬁ

R A TS v,
%%%HTIEU 200 ms, I3

INTREPID
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Vol[T 10T vl 2l sl 411 +s[[] 1e[[] /
. /

\\\ [ 2([]] il 41l sl sl 7[[] el ,*/) @)

/

PIN ISO 15031-3/SAE J1962 definition Ethernet 100BaseTx usage
1 Defined in ISO 15031-3/SAE J1962
2 Defined in 1ISO 15031-3/SAE J1962
3 Discretionary Ethernet Rx (+)
4 Chassis ground
5 Signal ground
6 Defined in ISO 15031-3/SAE J1962
7 Defined in 1ISO 15031-3/SAE J1962
8 Discretionary Ethernet activation line pull-up
9 Defined in ISO 15031-3/SAE J1962
10 Defined in 1ISO 15031-3/SAE J1962
1" Discretionary Ethernet Rx (-)
12 Discretionary Ethernet Tx (+)
13 Discretionary Ethernet Tx (=)
14 Defined in ISO 15031-3/SAE J1962
15 Defined in ISO 15031-3/SAE J1962
16 Permanent positive voltage
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DolP & FHAIE

DolPi1 Zx 75 A edge node
— % obB # 1
= %x%i%%ﬂ%%ﬂ%ﬁ@i&%ﬁlﬁl

M Subnetwork
- %%ﬁ WX 2% V% A BB IEREIP I

— HINCAN, LINZE

@Ik Logical address: M
M ETRE LTI

VAR MY

M 1 4% Test equipment: —
AN Wk g, W
neoVI FIRE 2

INTREPID

CONTROL SYSTEMS
www.intrepidcs.com

Vehicle network
Vehicle sub-network 1

ECU 1.1

Vehicle sub-network 2

ECU 2.1

ECU 1.2 ECU 2.2
ECU 1.<u ECU 2.<v>
DolP Edge DolP Network Network DolP DolP
Node gateway <w> de 1 nod de 1 node <y
Gateway 1
IP-based network
External
network IP-based network
o External
Activation line s Network Network
N est node 2 node <z>
Equipment
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DolP & L ZE 49 Al B ML

* DolP fifi FH & T UDP & I ZE 4 P il
— 2% ] DIAEAE 2 Z 501
— VIN <-> IP Hihik 75 1) 3
o IR ) e
1. KILE5
2. FTHTCPIERELR| M, A4S 13400
3. RIEHATEIES 5 ik i)
4. FFEg1Z W
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Vehicle Spy DolP Support

E Mew Spy Setup - Vehicle Spy 3 Professional
File Setup Spy Metworks Measurement Embedded Tools Scripting and Automation Run  Tools Help

o 8] (@) [B) prattorm: crmpty (A © peskiop1 |

| TCFAP (52| @ Messeaes [[3)] Dol B3]

My logical address (hex) |0ES0
[ Enable auto connect

Refresh vehices | Periodically discover vehides

E! Assert activation line at start

Vehicle Spy 'DolP 77 ji]
H 7)) E PR T FF
T IERE!

(@) First available vehide Enable reconnect on error [ E‘ DolP activation ine 1

By IP I Routing type |Default diagnostics

By VIN to selected vel

By EID T e o e Disconnect from selected vehide

|]P Address VIN Logical address |Entity identification Group identification Action required?|VleG]D synced?| Status
1_ D|Scover‘ Veh'cle 169.254.150.81  SALGS2FVEHA376773 1716 02:26:55:12:34:56 02:26:55:12:34:56 Mo Mo Disconnected
s -

“?if“ 42 2.712ms 172.30.0.1 1058 172.30.0.20 13400 IPw4 TGP 00 1A 37 COOF 24 00ED 4C 77 2007/01/01 00:00:04: 591940
D?‘;n 43 3.319ms 172.30.0.20 13400 172,30.0.1 1058 IPv4 TCP ODED4C 77120200 1A 37C0 20070101 00:00:04:595259
[l

| Details for "Ethernet 172.30.0.1 to 172.20.0.20" Iﬁl

,||| [ Message on Ethernet : 69 bytes captured 00 1A 37 CO OF 22 00 EO T
y) Open TCP SOCket Ii! Ethernet, Src: RealtekS_77:12:02 (00:E0:4C: 77:12:D2), Dest: Lear_C0:0F: 24 (00: 14:37:C0:0F: 24) 4C 77 12 D2 08 00 45 00 Lw....E
. [# Internet Protocol Version 4, Src: 172,30.0.1, Dest: 172,30.0.20 00 37 03 69 40 00 80 06 7.1i@
to Vehicle on  ===P ||§F Transmission Control Protocol, Src port: 1058, Dst port: 13400 i N
.
13400 I= Diagnostics over IP, Routing activation request 2B 06 AC IE OO 0186 IE oo
port Protocol version: 0x2 00 14 04 22 34 58 25 B6 "4¥3
Inverse protocol version: OxFD 88 07 OF 1F &8 1F 50 18 h.P
Payload type: Routing activation request (0x5) FF FF E7 &C 00 00 02 FD o [
3. Send Routing PaY'“"'d '5”9”1 T .|00 05 00 00 00 07 @ ...... l
Activation Activation type Default(DxD) HEMBOROOMBnHOE S
Reserved: Ox0
59
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Data byte Description Byte value Mnemonic

A} Vd Message direction: client — vehicle
. ;l 3% 4 _ - .
([ J \ l% Message type: Functionally addressed request message (read protocol identification InfoType identifier)
YN

0 ISO 13400 — protocol version 0x01 —
» I S O 1 4 2 2 9 ( U D S ) & 1 ISO 13400 — inverse protocol version OxFE —
2 ISO 13400 — payload type GH_PT
I\_‘* El /\\ M % ‘ﬂ" \$ \‘ 3 ISO 13400 - payload type S GH_PT
H 'Q‘ 1 ] S O C ket 1 % 4 ISO 13400 — payload length GH_PL
N 5 ISO 13400 — payload length el GH_PL
6 ISO 13400 - payload length GH_PL
j:j-(‘ 1T 7 ISO 13400 — payload length GH_PL
8 ISO 13400 — source address e.9. OXOEO0 SA
9

-
o

ISO 13400 - source address SA
ISO 13400 - target address TA
J ) I -L/ LJ I | /J\ K g 0xEO000
ISO 13400 — target address TA
ISO 13400 — user data / ISO 27145-3 — ReadDataByldentifier 0x22 UD /RDBI
tl: e C request SID
) ) ° ISO 13400 — user data / 1ISO 27145-3 — Dataldentifier #1 (HB) =

13 ITID = protocol identification 0xF8 UD/DID_HB

ISO 13400 — user data / ISO 27145-3 — Dataldentifier #1 (LB) =
ITID = protocol identification

-
jury

-
N

0x10 uD/DID_LB
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B A 1% F Edge Nodeff{DolP

* FEHRBIFIT

KITFEH, nEEIRX A Edge Node

— FHEE X HARECUBE T2 T
— RRIFECUT] RE A CAN

o |

— TCP/IP42 TH] "] socketiZE 42 1
— AUTOSARZ: [fi] [7]PDU ]
— PDUE 2L | — L2545 (Like can)

 J7%%: Socket Adapter (SoAd)

— SoAds —/MAUTOSARFEHR, W LLKFTCP/IP
socket% {5y 1 [ PDU HJ i {5

— Kb IE L Socket P £ B2 FHPDU
— AEE— % FHBIPDU A UDSE 5
— RIrHEAL (77 EOEM ST )

INTREPID

CONTROL SYSTEMS
www.intrepidcs.com

Ethernet

IPv4 / IPv6

TCP / UDP

PDU ID

PDU

Length

Data

PDU ID

PDU

Length

Data
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Vehicle Spy iZ W T BE

* 7E Vehicle Spy"', 1RAFHE
I EANEIRER
« (T IMTE S L P WL s

& Setup | J Results | oo Signals

iﬁﬁ }'%‘ 17]‘ -i/j( Job Description read id by can job
- —PIE & B TR Read Data By Identifie
* BRI o
o UNIRARZ Hi 4 7& Vehicle Spy omv o [GBT—
Pz Wr, FEAREZE —FEHY
Ak

INTREPID

CONTROL SYSTEMS
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Vehicle Spy iZ Wi T g8

Transport Layer

Network Type  HS CAN

| Read Data By Identifier ($22)

Ir! SoAd/DoP ECU 3, HS CAN

() Functional Request
E| Request D TEO

@ Physical Request

ExtiD MNone

pamony | Read Data Ry Tdentifier ($22)

it SoAd/DolP ECU St Any vehicle

Transport Layer
ID# | Vehicie Any vehicle
(4 BEEF

Read Data By Identifier ($22)

@ Transport Layer

! SoAd/DolP ECU 7k, 192.168.0.2

1, Diagnostics
$22 Read Data By Identifier
LY ]

CAN Frame(s

Available d
PAddress  192.168. 0. 2  : 49153 Target Address 2000 [
Source Address 0E80
[] Send Test
Available dataldentifiers

Selected dataldentifiers

ID# | Name

— (4 |BEEF ltem 1

ID# | Name

[=]BEEF ltem 1

[7] Send Test
TCP Payload
—
[] send Tester Present Message Clone Job ]
0Z B0 30 00 00 00 00 03 22 BE EF
TCP Payload B2 Copy to Messages Edtor

INTREPID

CONTROL SYSTEMS
www.intrepidcs.com

Hape “__ Diagnostics
N Z;;ﬁpz Read Data By Identifier
@+ - B@ [Pgiee]( Hus

=

53k Af Nare L Diagnostics
o@ = gij;j$22 Read Data By Identifier

c@t - |R@| (Jgiee)( Hus |
) o HS a8
B8 | Name Status
@ Bquanf .
=) = Ed UserJobs [saved in vs3)
o s 1921680249153
= (7 $3000: Scad/DolP ECU
g -_B___ H$ [ ova $22: Read Data By |dentifier
= m [ read id by soad job Stopped
= = ots, Any vehicle
$2000: Soéd/DolP ECU
— [ ova $22: Read Data By |dentifier
read id by doip jol toppe:
d id by doip job 5 d
B ot HS CAN
B $7E0: Sadd/DalP ECU

CAN/DolP/SoAd

3 Transport Layers,
1 common interface
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PAK X 2 A -AVB/TSN
Ethernet Application — AVB/TSN
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A0 DL P ) ] R

° UJYIX_XJ
— MAZIB IR PR SR B g — 07
— (AR — ML B CAR e B, ] T DA K —Er) o7 =X
o RIE—NMF: RFEHIREBRNERN Ty
o TR I 7 B 2]
— DLIER F T (06 200 42 BRI 2% 73 HH k)
— PUE I B 7 (A BE I )
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RE U RS S IES PPN

e A E HH 7
Al

A ]

AVBA: 7 &

)
Zi

/e,

Hbre g —1

— AVB is complex, but an “automotive profile” specifies only
the requirements needed for automotive applications.

— For example, the automotive profile excludes many
requirements related to dynamic configuration.

INTREPID
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non-

= AvB B
bridge

.

AVE domain 1 i

AVB M & 3R b

Professional quality AV
not possible between

.
AVE domain 2

AVB endpoints 1 and 3 Professional
since there are non-AVDB quality AV only
between devices

links in the path between

the two in AVB cloud

‘ Intermediate

device not
AVB capable

End-point
device
not AVB
capable

point

AVB domain boundary
© port: filtering/retagging
active

= non-AVB link

s AVE link

endpoint 1 and 3 Path

Image credit: Michael Johas Teener
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PLAC AVB/TSN i

Time Synchronization

IEEE802.1AS gPTP

[ IEEE802.1AS-Rev }
/Resource Management\

IEEE802.1Qat SRP

I[EEE802.1Qcc
SRP enhancement and

errformance improvement/

INTREPID

CONTROL SYSTEMS
www.intrepidcs.com

Transport Stream and Control

IEEE1722 IEEE 1722.1
AVTP AVDECC

y-

Scheduling

-

IEEE802.1Qav 'EEI_Esoz'_lQC:
FQTSS (CBS) i it
(CIEEEB02 A0k (Ve reens e
Enhancements for P i
Scheduled Traffic T yfr;c sr: no_us
K (TAS) ratric aping
4 Preemption A
IEEE802.3br
|IEEE802.1Qbu Interspersing

Frame Preemption Express Traffic
\i /

/ Fault Tolerance \

IEEE802.1CB

Frame Replication and
Elimination for
Reliability

N

" |EEE802.1Qca |

Path Control and
reservation for

\_ redundancy )
4 )

IEEE802.1Qci

Per-Stream Filtering
and Policing

<« 4
AVB Protocol

[ Newly Developed for TSN ]
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neoECU AVB/TSN

MWBN%@H@W%%

802.1AS Precision Timing Protocol

802.1Qat Stream Reservation Protocol (SRP)
802.1Qav Forwarding and Queuing for Time-Sensitive
Streams (FQTSS)

IEEE 1722 (AVTP)

IEEE 1722.1 (AVDECC)

SCRFEAR SRR 5

Video: IEC 61883-4 (h264, 720p@30fps)
Audio: IEC 61883-6 / AAF
Firmware upgradeable to support additional formats

ﬂiﬂé%ﬁfé AVB/TSN &ﬁm (Next Hardware Revision)

5x 100BASE-T1 Ports

2x 1000BASE-T Ports (1x if Endpoint using 1000BASE-T)

INTREPID

CONTROL SYSTEMS
www.intrepidcs.com

(" AVB Talker Configuration
P |& )
e |fde: ;
A —
7l

100BASE-T1

1000BASE-T

AVB Listener Configuration )

100BASE-T1

1000BASE-T

Analog
J Audio

B HTneoECU & 71 £E i 100BASE-T1AI T Ik
SMY NG T S LA m L
P AT BE B AV B K4

T 52

il
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AVB/TSN Demo &4t

Vspy with Video&Audio Stream
Analysis and Decoding features

RAD Star2 as Tap

ECU Switch . *.

7
+ 7 100BASE-T1
AVB Stream ‘ |
File ! Y | 100BASE-T1
System | L.yi_p_i
AVB Stream * HOMI
Analag
Audio = —
. 100BASE-T1

use Q -7 ) . =

neoECU AVB/TSN AVE Stream neoECU AVB/TSN Video&Audio Display /Listener

as Talker/Camera as Display /Listener
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Thank you!
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